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Abstract: DNS (Domain Name System) is a fundamental component of the internet. However, due to its distributed and caching
nature, DNS is vulnerable to various attacks, especially cache poisoning. While the use of random port numbers and transaction
IDs has reduced the likelihood of cache poisoning, recent developments such as DNS Forwarder fragmentation and side-channel
attacks have increased the risk. To address these emerging cache poisoning techniques, this paper introduces the 3C (Cache
Consistency Checking) method. It assesses whether DNS cache and authoritative query results align, detecting cache poisoning
and subsequently switching to a disaster recovery resolution system for resolution. To enhance comparison speed and DNS query
efficiency, and to isolate the impact of cache poisoning on the disaster recovery resolution system, the paper employs a local top-
level domain authoritative mirror query system. Experimental results demonstrate the accuracy of the 3C method in detecting
cache poisoning, while the local authoritative mirror query system significantly enhances 3C’ s comparative efficiency.
Compared to traditional DNS, the integration of the 3C method and the local top-level mirror system results in faster DNS
queries, thereby improving DNS performance and security.
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